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Finding paths between nodes is a basic enabling functionality in a communication network. At first
glance, this may seem to be a trivial task. However, finding a path when no global information is avail-
able, is a challenge. Furthermore, paths should ensure an overall good utilisation of network resources,
praviding low delays and losses as well as the needed capacity between nodes. Paths should be
altered as the network load and topology are changed, and paths should rapidly be recovered when
netwark elements fail. The path management function has throughout the history of communication
networks been designed to meet the prime requirement of the service provided by the network within
what was technologically feasible. The future netwark will provide a multitude of services with, to some
degree, conflicting requirements. At the same time inherent robustness and autonomy of network
operation are of increasing importance. This invites new approaches relative to those used in the
traditional communication network and the Internet. One such approach is to use swarm intelligence,
where mobile agents explore, map and manage the network in a manner similar to the way insects,
e.g. ants and bees, deal with their environment.

With the above in mind, we have developed a distributed, robust and adaptive swarm intelligence
system for dealing with path management in communication networks. The system is called the Cross
Entropy Ant System (CEAS), and is based on increasing the probability of finding a (near) optimal
solution by an increasingly focused random search. As a background for the system, this paper gives a
brief discussion on path finding challenges and trade-offs. Following up is a description of CEAS where
its robustness and adaptivity are demonstrated on a variety of case studies using different manage-
ment strategies, like: shared backup path protection (SBPP), p-cycles, resource search under QoS
constraints and adaptive paths with stochastic routing. This paper also includes a description of a
running implementation of CEAS based on small home routers. The implementation demonstrates
and visualises the inner workings of the method.

1 Introduction tive schemes, see for instance [1]. In the early Inter-
Being able to transfer addressed information between net, the prime objective was to have a routing scheme
sources and destinations is the prime function of a which was inherently robust and would find a path
communication network. Hence, how to find paths between source and destination irrespective of the

for the data flow between source and destinations current topology. This scheme has evolved to a range
through the network is one of the most salient issues of routing protocols, see for instance [2]. The ability
and important functions in network architecture and to deal with failures of network elements has always
operation. In this paper, the function is denoted path been an important issue, with schemes ranging from

finding, irrespective of whether physically or virtually 141 protection of the physical circuits to elaborate
circuit switched paths (or circuits) are found, or stable  end-to-end restoration schemes, as described in for

routes for connectionless forwarding are obtained. instance [3.4].
Throughout history, the path finding applied is a A common characteristic of the state of art schemes,
trade-off between requirements of the network ser- is that they apply some degree of preplanning, e.g.

vice and available technology. The early POTS!) net-  allocation of link weighs to links in OSPF2) and IS-
works had a hierarchical routing scheme, which grad-  IS3), introduction of operator policies in BGP#), plan-
ually evolved into a more non-hierarchical and adap- ning of (G)MPLSY) shared protection paths. For a

1) Plain Old Telephony Service

2) The Open Shortest Path First (OSPF) protocol is a hierarchical for routing in an Internet domain, using a link-state in the individual
areas that make up the hierarchy. A computation based on Dijkstra’s algorithm is used to calculate the shortest path tree inside each
area. See IETF RFC 2328.

3) IS-IS is like OSPF a protocol for routing in an Internet domain, based on Dijkstra’s algorithm, standardised as ISO10589. See IETF

RFC 1195.

4) The Border Gateway Protocol (BGP) is the routing protocol between the domains (Autonomous Systems — AS ) of the Internet. It is
a path vector protocol and makes routing decisions based on path, network policies and/or rule-sets. See IETF RFC 4271.
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Figure 14 AntPing implementation

For the first version of this prototype the initial

demo network topology is fixed and both sender and
receiver processes are executed on external machines.
In [62] the functionality of AntPing is extended to
enable a self-configuring topology and to provide
receiver processes in Click on every router. The latter
implies that adding several destinations is possible
without adding extra equipment.

Visualisation & interaction. The purpose of the
demonstrator is to illustrate the inner workings of a
swarm based method and to provide an interactive
technical installation. The ant algorithm is animated
live by use of Network Animator (nam [63]) showing
how ants are moving and being dropped in the net-
work, and how the topology is changing with link and
node failures and restorations. The animation also
shows ants that do not find the destination but are
dropped because the Time-To-Live (TTL) is expired.
Changes in cost values as a function over time of
each virtual path are plotted live by use of gnuplot
[64], both the cost of the current best path, and the
cost of the last path found.

It is up to the users/audience to introduce network
dynamics. They may unplug and re-plug cables
between the nodes and/or the power supply to the
nodes. Due to the extensions introduced in [62] new

Stochastic
routing

destination

Plot costs

interfaces or links can also be added and several vir-
tual connections can be established and monitored.

6 Closing Comments

Considering that finding paths between nodes is the
basic and fundamental enabling functionality in a
communication network, and that service handling
in the future networks puts a wider range of require-
ments; an extension of the state-of-art in path
management functionality is mandatory. Rather than
pursuing “ad-hoc” improvements of current schemes
or resorting to centralized management, we have
addressed the problem by developing and applying
the Cross Entropy Ant System (CEAS). This inher-
ently robust, truly distributed and dynamically self-
optimizing approach represents an important alterna-
tive paradigm for path management. The fact that
CEAS has been applied to and is coping well with
different relevant network management challenges,
is a promising indication of its future.

There are, however, challenges ahead. We are con-
fident that CEAS will operate in topologies typical
for intradomain networks. Dealing with dynamic path
management in the interdomain, as well as more
comprehensive resource management tasks, requires
additional functionality and improved insight into the
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Figure 15 Setup from the lab (LinkSys WRT54GS (v4.0)

rate of convergence and scalability issues. We intend
to look further into these issues. With respect to the
results presented in this paper, we will continue to
look into how further improvements can be made to
the system and merge our experience both with the
simulated versions and the prototype implementa-
tions into an efficient design and implementation.
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